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ABSTRACT

Privacy protection of visual information is increasingigportant as
pervasive camera networks becomes more prevalent. Thegedp

scheme addresses the problem of preserving and controffitige
privacy visual data through two innovations. First, unlke exist-
ing centralized control of privacy data, the proposed sysadows
individual users to make the final decision on every accesiseio
privacy data. As such, it offers a much stronger form of mypro-
tection as the user no longer needs to trust, adhere oreepisther
privacy preferences with a server. The second innovatidineisle-
velopment of a secure reversible data hiding scheme for edihg
all the ownership information and privacy data into the cbhted
video bitstream. Not only has it resulted in an efficient gespf
protocols, the reversible data hiding allows perfect retmetion of
original data and supports arbitrary types of video obftisnaech-
nigues. Impact of data hiding on bitrate and distortion iimized
through a rate-distortion optimization procedure and grpental
results are provided to demonstrate its efficiency.
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the original data for investigation. Thus, a privacy préitatsystem
must provide mechanism to enable users to selectively gargss

to their private information. This is in fact the fundamemieemise
behind the Fair Information Practices [3, Ch.6]. In the rfeture,

the use of cameras will become more prevalent. Dense peevasi
camera networks are utilized not only for surveillance Hsb dor
other types of applications such as interactive virtualirenvment
and immersive video-conferencing. Without jeopardizihg secu-
rity of the organization, a flexible privacy data control t&ys will
become indispensable to handle complex privacy policy Veithe
number of individuals to protect and different data regeiésfulfil.

In this paper, we describe a system that provides secure and

highly-flexible privacy data control for a pervasive cameeawork.

We make two contributions compared with the state-of-ttieFarst,
unlike the existing centralized control of privacy dataatésed in

[4, 5], our system allows individual users to make the finaisien

on EVERY ACCESS to their privacy data. As such, our system of-
fers a much stronger form of privacy protection as the usdomger
needs to trust, adhere or register his/her privacy prefeewith a

Index Terms— Privacy Protection, Reversible Data Hiding, Dig- server. Our second contribution is to develop a securesialedata

ital Right Management

1. INTRODUCTION

The right to privacy is one of the basic human rights impligdHhe
Bill of Rights in the U.S. Constitution. In the last thirty ges, ad-
vances in computing technologies have brought dramaticanep
ment in collecting, storing and sharing personal infororatimong

government agencies and private sectors. From the use bissep

cated pattern recognition in surveillance video to thettbithiomet-

ric and personal images or videos, more and more people leve b

come increasing weary about the privacy of their visual .déthile

new legislature and policy changes are needed to providema co

prehensive protection of personal privacy, technologylayipg an
increasingly important role to safeguard private inforiorat While
research on privacy protecting technologies have begumtywears
ago, most of the well-established schemes focus on textuzdte-
gorical data and are inadequate to protect visual infoonatiAs
such, there have been a flurry of research activities in te@sars to
tackle the problem of privacy protection of visual informoat[1, 2].
These research focus on obfuscating sensitive informatitive
content but ignore the important issue of preserving andraling
the original data. Consider a video surveillance network imos-
pital. While perturbing or obfuscating the surveillanceed may

conceal the identity of patients, the process also destheyauthen-

ticity of the signal. Even with the consensus from the priee@a-

tients, law enforcement and arbitrators will no longer haveess to

hiding scheme for embedding all the ownership informatiod jari-
vacy data into the obfuscated video bitstream. This schemes
three different purposes — first, this allows a fully distitded imple-
mentation of the privacy data control with most of the comijije
resided with the clients who need to access the privacy ds¢a-
ond, the reversible data hiding allows a perfect reconstmiof the
compressed data originated from the IP camera. When uséd wit
a secure camera with an authentication mechanism, sucloa-rec
structed video can be authenticated and used as evidencelintaf
law. Third, unlike privacy data preserving schemes in [@h@} can
only be used with pixel scrambling, our data hiding apprqadis no
restriction on the obfuscation techniques. To minimizeigact on
the distortion and bandwidth imposed by the data hidinggsscwe
incorporate a rate-distortion optimization framework ézh®n our
earlier work for irreversible data hiding [8].

The rest of the paper is organized as follows. An overview of
the system is provided in Section 2, followed by the desicnipof
the privacy data management in Section 3 and reversiblehititay
scheme in Section 4. We present experimental results inddegt
and conclude the paper in Section 6.

2. SYSTEM OVERVIEW

Before describing our proposed procedure for privacy dataage-
ment and reversible data hiding, we first provide an ovendéthe
entire system in which the proposed components are usede-Imp
mentation details of this system can be found in [9]. We aaihali-



vidual userif there is a need to protect his/her visual privacy. Videothem with pre-compressed background information for atstien.

is stored as an individual segment of fixed duration with gueilD
that signifies the time and the camera from which it is capture

Other types of video obfuscation techniques can also be lsed
The privacy data is encrypted at tBacryptionmodule and embed-

protected videeegment means that all the privacy information haveded, with auxiliary data from thEey Generatiormodule, into the
been removed. Alientrefers to a party who is interested in view- obfuscated video bitstream at tBata Hiding module. The output

ing the privacy information of an user. Given these defingioour
system is designed to accomplish the following four goals:

Privacy Without the proper authorization, a protected video and the

protected bitstream is stored in the database and can bedibw
any standard-complaint player.
To achieve our goal of accessibility, the system must pewad

associated data should provide no information on whether fnechanism for a client to obtain authorization from the uJéiis

particular user is in the scene.

contradicts our privacy goal as the client has no way of kngwif
a specific user is in the video. To address this problem, weqs®

Security Raw data should only be present at the sensors and at thc?three-agent architecture by having a trusteetliator agenthat

computing units that possess the appropriate secret keys.

relays request and permission betweendient agentand theuser

Accessibility A user can provide or prohibit a client's access to agent The protocols among these agents, the encryption and the
his/her imageries in a protected video segment captured &ey generation are all parts of a privacy data managemetérnys

a specific time by a specific camera.

Scalability The architecture should be scalable to many camera

and should contain no single point of failure.

With these goals in mind, Figure 1 provides a high-level dpsc
tion of our system. Green boxes are secured processingwittiia
which raw privacy data or decryption keys are used. All trepss-

which is described in details in Section 3. The reversibta tdaling
scheme used in the data hiding module is explained in Sedtion

3. PRIVACY DATA MANAGEMENT

The goal of privacy data management is to allow individuarss

ing units are connected through a open local area networkaan to control accessibility of their privacy data. This is restent to
such, all privacy information must be encrypted beforedraission.  a Data Right Management (DRM) system where the content owner
Red arrows show the flow of the compressed video and blaclarro can control the access of his/her content after proper palyinee-
show the control information such as RFID data and key inferm ceived. Our system is more streamlined than a typical DRM sys

tion. Each user in the environment is carrying an active R&®
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Fig. 1. High-level description of our proposed privacy-protegti
video surveillance system.
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whose 2D location can be tracked real-time. After jointlijtoating
the RFID system and the camera, thbject Identificatiormodule

provides the bounding boxes of all users whose privacy rtéale

be protected [9]. While our current implementation of objelen-

tification module uses raw video, the rest of the system uses t
compressed video imotion-JPEGormat provided by the IP cam-
era. Inter-frame compression is not used as keeping tratkeof

embedded data inside a motion loop will make the modificatien

versible. TheObject Removal and Obfuscatiorodule crops out the

tem as we have control over the entire data flow from prodaoctio
to consumption — for example, encrypted privacy informatian
be directly hidden in the protected video and no extra corapbn
is needed to manage privacy information. We use a combimafio
an asymmetric public-key cipher (1024-bit RSA) and a symimet
cipher (128-bit AES) to deliver a flexible and simple privadgta
management system. RSA is used to provide flexible encryputio
control and key information while AES is computationallfi@gnt
for encrypting video data. Each userand clientc publish their
public keysPK,, and P K. while keeping the secret key&x,, and
SK. to themselves. As a client has no way of knowing the presence
of a user in a particular video, there is a speni@diatorm to assist
the client in requesting permission from the user. The nted&lso
has a pair of public and secret kefd<,,, and S K.

Suppose there ar® usersu; with ¢ = 1,2,..., N appeared
in a video segment. We denote the protected video segmérit as
and the extracted video stream corresponding towsasV.,,. The
Camera System prepares the following list of data to be eddzbd
inV:

1. N AES-encrypted video stream$ES(V,,; K;) fori = 1,
2,..., N, each using a randomly generated 128-bit k&y

2. An encrypted table of contef®SA(TOC; PK,,) using the
mediator’s public keyP K ,,,. For each encrypted video stream
Vu,, the table of contenrT’OC contains the following three
data fields: a) the ID of user;; b) the size of the encrypted
bitstream; c) the RSA-encrypted AES k&S5 A(K;; PK.,)
using the public key of the user and d) other types of meta-
information about the user in the scene such as the trajector
of the user or the specific events involved the user. Such-info
mation helps the mediator to identify the video streams that
match the queries from client. On the other hand, this field
can be empty if the privacy policy of the user forbids the re-
lease of such information.

The process of retrieving privacy information is illusadtin

regions defined by the bounding boxes as privacy data, atacep Figure 2. When a client wants to retrieve the privacy datanfro
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Fig. 2. Flow of privacy information.

a video segment, the corresponding client agent retricwveshid-
den data from the video and extracts the encrypted table mf co
tent. The client agent then sends the encrypted table oéoband
the specific query of interest to the mediator agent. Sineetdh
ble of content is encrypted with the mediator’'s public k¥,
the mediator agent can decrypt it using the correspondioigskey

SK,,. However, the mediator cannot authorize the direct acaess t

the video as it does not have the decryption key for any of the e
bedded video streams. The mediator agent must forward ¢uese

to those users that match the client’'s query for proper aizifibon.
The request data packet for usgrcontains the encrypted AES key
RSA(Kj; PK,;)and all the information about the requesting client

c. Ifthe user agent of; agrees with the request, it decrypts the AES ijiave the original quantized coefficieqt, 7, k)

key using its secret ke§ K, ; and encrypts it using the client’s pub-

lic key PK. before sending it back to the mediator. The mediator,

finally forwards all the encrypted keys back to the client ethde-
crypts the corresponding video streams using the AES keys.

The above key distribution essentially implements a psends
time pad for the encryption of each private video stream. s
the decryption of one particular stream does not enable ltaetc
to decode any other video streams. The three-agent archiea-
lows the user to modify his/her private policy at will withofirst
announcing it to everyone on the system. While the medigienia
is needed in every transaction, it contains no state infoomand
thus can be replicated for load balancing. Furthermore réoemt
overloading the network, no video data is ever exchangedngmo
agents. Finally, itis assumed that proper authenticatigeiformed
for each transaction to authenticate the identity of eacty pad the
integrity of the data.

4. REVERSIBLE DATA HIDING

Our data hiding process is performed at frame level so tleatié:
coder can reconstruct the privacy information as soon asdhe
pressed bitstream of the same frame has arrived. Privaayislhid-
den only in the luminance Discrete Cosine Transform (DCorks
which typically occupy the largest portion of the bit strea@ur
algorithm modifies the rate-distortion scheme introducedur ear-
lier work [8] to determine an optimal number of bits to be entdbexd

at each DCT block. As both the size of the bitstream and the de-
coded video quality using a standard-complaint player dversely
affected by the privacy data hidden in the bitstream, thisntpa-
tion scheme is important to those clients who have no inténes
retrieving the hidden privacy data. The rate distortioriraftation
framework depends on the underlying embedding procesdwiec
shall explain first.

The reversible embedding algorithm exploits the fact thafflD
coefficients follow a Laplacian distribution concentrasedund zero
with empty bins towards either ends of the distribution [10ue
to the high data concentration at the zero bin, we can emlggd hi
volume of hidden data at the zero coefficients by shiftingkitmes
right (or left) of zero to the right (or left).

At the encoder side, the embedding process is as followghEor
k-th quantized DCT block, the encoder first runs the ratesdisin
optimization algorithm to determine that a specific numkebits,
say My, is hidden in this DCT block. LeL = [M}/Z] whereZ
is the number of zero coefficients in this DCT block. Followia
reverse zigzag scan pattern starting from the highest émsyucoef-
ficient, we modify each DCT coefficientgi, j, k) into (i, 7, k) us-
ing the following procedure until all th&7,, bits of privacy data are
embedded. Notice that we hawve=0,1,...,7andj =0,1,...,7
andk is the DCT block index.

1. If q(3, 4, k) is zero, extracL bits from the privacy data buffer
and setj(i, j, k) = q(i,4, k) + 2571 — V whereV is the
decimal value of thesé privacy data bits.

If ¢(¢, j, k) is negative, no embedding is done in this coeffi-
cient andj(i, 7, k) = q(i, 5, k) — 2271 — 1.

If q(4, j, k) is positive, no embedding is done in this coeffi-
cient butg(i, §, k) = q(i, 5, k) + 2L

Note that the maximum distortion at each coefficient inazedsom
one QP (quantization parameter)(@F 4+ 1)QP due to this embed-

3.

On the decoder side, it needs to extract the hidden bits and re
fromq(i, j, k). The
decoder also knows the number of hidden Bifs by running the
same rate distortion algorithm. Starting at the highesieacy co-
efficient in a reverse zigzag pattern, the privacy data aadtiginal
DCT coefficient can be obtained as follows:

1. 1f =271 < §(i,4,k) < 27!, L hidden bits can be ob-
tained as the binary equivalent of the decimal nunert —
(j(l, jv k) andq(iv jv k) = O
. 1f G(i,5,k) < —2F~1, no hidden bit in this coefficient and
q(i, 5, k) = (i, 3, k) + 2" = 1.
LG, 4, k) > 251 no bit is hidden in this coefficient and
q(i, j, k) = i, 4, k) — 257"
We now come back to our rate-distortion optimization altyori.
Let D andR be the distortion and bit-rate increase caused by hiding
N bits of privacy data in the bitstream. By using a user-spegtifi
control parametef, we combine the rate and distortion into a single
cost function as follows:
C=(1-60)Np-D+0-R )
Nr is used to normalized the dynamic rangel@fand R. § is se-
lected based on the particular application which may faker¢ast
amount of distortion by setting close to zero, or the least amount
of bit rate increase by settingclose to one. To practically solve
for the above optimization, we assume the cost function jrcéh
be written as the sum from individual blocks, and both théodi®n



and the rate increase at each bldcére functions of the number of
bits embedded/,:

The overall optimization then becomes

min » ~ Cy(My) subjectedto » My > N (3)
k k

As high frequency coefficients have lesserimpact on penedptial-
ity, we heuristically set the embedding to start from theozeo-
efficient of the highest frequency and follow a reverse ziggean
pattern in measurin@y, (My) and Ry (My). The models are built
using the previous frame so the same process can be cartiéa ou
both the encoder and the decoder. The distorfiqriM},) is based
on a perceptual distortion metric defined using DCT coeflitsies
in [8] and the rate increase is directly calculated by embegrd’0’
bit sequence onto the DCT block using the run-length ancbpwptr
coding as in the actual compression process. Due to thedtiffe in
the embedding process, the computatiorDaf( M) and Ry (M)
are different from those in [8] but the overall optimizatioan be
solved using a similar Lagrangian technique.

Fig.
by reversible and regular decoders.

3. 125th frame of Hall Monitor Sequence at QP = 10 decoded

6. CONCLUSIONS

In this paper, we have proposed a flexible privacy data manege
system that uses a three-agent architecture for exchakegynigfor-
mation and a reversible data hiding scheme for combiningakel/
privacy data with obfuscated bitstream. Larger scale éxymeits are
still needed to test the robustness of the data managentesinsc
We are also investigating alternative coding structure @ptiniza-

tion procedure to mitigate the increase of bitrate causetthéylata
hiding process.

5. EXPERIMENTS

We tested our reversible data hiding algorithm on the "halhitor”
test sequence which has 299 frames in CIF format ¥3Z8B). The
entire video is compressed in INTRA mode using a regular 8.26
encoder. The macroblocks of the person on the right arectgtias

(1]

privacy data and replaced by an adaptive estimate of thegbaeid. 2]
Key information and privacy data are then embedded usingesur
versible data hiding scheme with= 0.5. The first table shows the
bit-rates of the obfuscated streai,(, the privacy dataR,) and 3]
the obfuscated stream with embedded d#ta) (at different QP’s.
Depending on the QP, we see that the data embedding process in 4]

an expansion of bitrate from 26% to 58%, which are inline \lith
measurements we obtain for irreversible data hiding [8puFé 3
shows one sample frame of the sequence at QP=10 decoded-by a re
versible and regular decoders respectively. The secorel shbws

[8]
Bit rates (kbps) of reversible embedding
QP R, R, R. %increase
20 1560 710 3607 58.9
15 1885 744 3845 46.2 (6]
10 2493 807 4656 41.1
5 4018 960 6281 26.2 7
the results of the same sequence at QP=10 under differamsval
of the control parametef in the optimization process. The results
show that we have the option of trading-off bitrate with mgral [8]
distortion by using different values éf
Optimization results embedding at QP=10 (807 kbps) [l
0 Rate Perceptual Distortion
Original 2493 kbps 0
0 4757 kbps 127 [10]
0.5 4656 kbps 135
1 3856 kbps 255
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