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Abstract Recent widespread deployment and increased sophistication of video
surveillance systems have raised apprehension on their threat to individuals’ right
of privacy. Privacy protection technologies developed thus far have focused mainly
on different visual obfuscation techniques but no comprehensive solution has yet
been proposed. We describe a prototype system for privacy-protected video surveil-
lance that advances the state-of-the-art in three different areas: First, after identify-
ing the individuals whose privacy needs to be protected, a fast and effective video
inpainting algorithm is applied to erase individuals’ images as a means of privacy
protection. Second, to authenticate this modification, a novel rate-distortion opti-
mized data-hiding scheme is used to embed the extracted private information into
the modified video. While keeping the modified video standard-compliant, our data
hiding scheme allows the original data to be retrieved with proper authentication.
Third, we view the original video as a private property of the individuals in it and
develop a secure infrastructure similar to a Digital Right Management system that
allows individuals to selectively grant access to their privacy information.

1 Introduction

Rapid technological advances have ushered dramatic improvements in techniques
for collecting, storing and sharing personal information among government agen-
cies and private sectors. Even though the advantages brought forth by these meth-
ods cannot be disputed, the general public are becoming increasingly wary about the
erosion of their rights of privacy [15]. While new legislature and policy changes are
needed to provide a collective protection of personal privacy, technologies are play-
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ing an equally pivotal role in safeguarding private information [13]. From encrypt-
ing online financial transactions to anonymizing email traffic [12], from automated
negotiation of privacy preference [17] to privacy protection in data mining [27], a
wide range of cryptographic techniques and security systems have been developed
to protect sensitive personal information.

While these techniques work well for textual and categorical information, they
cannot be directly used for privacy protection of imagery data. The most relevant ex-
ample is video surveillance. Video surveillance systems are the most pervasive and
commonly-used imagery systems in large cooperations today. Sensitive information
including identities of individuals, activities, routes and association are routinely
monitored by machines and human agents alike. While such information about dis-
trusted visitors is important for security, misuse of private information about trusted
employees can severely hamper their morale and may even lead to unnecessary liti-
gation. As such, we need privacy protection schemes that can protect selected indi-
viduals without degrading the visual quality needed for security. Data encryption or
scrambling schemes are not applicable as the protected video is no longer viewable.
Simple image blurring, while appropriate to protect individuals’ identities in televi-
sion broadcast, modifies the surveillance videos in an irreversible fashion, making
them unsuitable for use as evidence in the court of law.

Since video surveillance poses unique privacy challenges, it is important to first
define the overall goals of privacy protection. We postulate here the five essential
attributes of a privacy protection system for video surveillance. In a typical dig-
ital video surveillance system, the surveillance video is stored as individual seg-
ments of fixed duration, each with unique ID that signifies the time and the camera
from which it is captured. We call an individual an user if the system has a way to
uniquely identify this individual in a video segment, using a RFID tag for example,
and there is a need to protect his/her visual privacy. The imagery about a user in
a video segment is referred to as private information. A protected video segment
means that all the privacy information has been removed. A client refers to a party
who is interested in viewing the privacy information of a user. Given these defini-
tions, a privacy protection system should satisfy these five goals:

Privacy Without the proper authorization, a protected video and the associated
data should provide no information on whether a particular user is in the scene.

Usability A protected video should be free from visible artifacts introduced by
video processing. This criterion enables the protected video for further legitimate
computer vision tasks.

Security Raw data should only be present at the sensors and at the computing
units that possess the appropriate permission.

Accessibility A user can provide or prohibit a client’s access to his/her imageries
in a protected video segment captured at a specific time by a specific camera.
Scalability  The architecture should be scalable to many cameras and should con-

tain no single point of failure.

In this chapter, we present an end-to-end design of a privacy protecting video
surveillance system that possesses these five essential features. Our proposed de-
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sign advances the state-of-the-art visual privacy enhancement technologies in the
following aspects:

1. To provide complete privacy protection, we apply video inpainting algorithm to
erase privacy information from video. This modification process not only offers
effective privacy protection but also maintains the apparent nature of the video
making it usable for further data processing.

2. To authenticate this video modification task, a novel rate-distortion optimized
data-hiding scheme is used to embed the identified private information into the
modified video. The data hiding process allows the embedded data to be retrieved
with proper authentication. This retrieved information along with the inpainted
video can be used to recover the original data.

3. To provide complete control of privacy information, we view the embedded in-
formation as private property of the users and develop a secure infrastructure
similar to a Digital Right Management system that allows users to selectively
grant access to their privacy information.

The rest of the chapter is organized as follows: in Section 2, we provide a com-
prehensive review on existing methods to locate visual privacy information, to ob-
fuscate video and to manage privacy data. In Section 3, we describe the design of our
proposed system and demonstrate its performance. Finally in Section 4 we identify
the open problems in privacy protection for video surveillance and suggest potential
approaches towards solving them.

2 Related Works

There are three major aspects to privacy protection in video surveillance systems.
The first task is to identify the privacy information needed to be preserved. The
next step is to determine a suitable video modification technique that can be used
to protect privacy. Finally, a privacy data management needs to be devised to se-
curely preserve and manage the privacy information. Here we provide an overview
of existing methods to address these issues and discuss the motivation behind our
approach.

2.1 Privacy Information | dentification

The first step in the privacy protection system is to identify individuals whose pri-
vacy needed to be protected. While face recognition is obviously the least intrusive
technique, its performance is highly questionable in typical surveillance environ-
ments with low-resolution cameras, non-cooperative subjects and uncontrolled illu-
mination [18]. Specialized visual markers are sometimes used to enhanced recog-
nition. In [37], Schiff et al. have these individuals wearing yellow hard hats for
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identification. An Adaboost classifier is used to identify the specific color of a hard
hat. The face associated with the hat is subsequently blocked for privacy protection.
While the colored hats may minimize occlusion and provide a visual cue for tracking
and recognition, its prominent presence may be singled out in certain environments.
A much smaller colored tag worn on the chest was used in our earlier work [50].
To combat mutual and self occlusion, we develope multiple camera planning al-
gorithms to optimally place cameras in arbitrary-shaped environments in order to
triangulate the location of these tags.

Non-visual modality can also be used but they require additional hardware for
detection. Megherbi et al. exploit a variety of features including color, position, and
acoustic parameters in a probabilistic frame to track and identify individuals [28].
Kumar et al. present a low-cost surveillance system employing multimodality in-
formation, including video, infrared, and audio signals, for monitoring small areas
and detecting alarming events [26]. Shakshuki, et al. has also incorporated Global
Positioning System (GPS) to aid the tracking of objects [39]. The drawback of these
systems is that audio information and GPS signals are not suitable for use in indoor
facilities with complicated topology.

Indoor wireless identification technologies such as RFID systems offer better sig-
nal propagation characteristics when operating indoors. Nevertheless, the design of
a real-time indoor wireless human tracking system remains a difficult task [42] —
traditional high frequency wireless tracking technologies like ultra-high frequency
(UHF) and ultra-wideband (UWB) systems do not work well at significant ranges
in highly reflective environments. Conversely, more accurate short-range tracking
technologies, like infrared (IR) or ultrasonics, require an uneconomically dense net-
work of sensors for complete coverage. In our system, we have chosen to use a
wireless tracking system based on a technology Near-Field Electromagnetic Rang-
ing (NFER®). NFER exploits the properties of medium and low-frequency sig-
nals within about a half wavelength of a transmitter. Typical operating frequencies
are within the AM broadcast band (530-1710 kHz). The low frequencies used by
NFER are more penetrating and less prone to multi-path than microwave frequen-
cies. These near-field relationships are more fully described in a patent [36] and
elsewhere [35]. In our system, each user wears an active RFID tag that broadcasts
a RF signal of unique frequency. After triangulating the correspondence between
the RF signals received at three antennas, the 2-D spatial location of each active
tag can then be continuously tracked in real-time. This location information, along
with the visual information from the camera network is combined to identify those
individuals whose privacy needs to be protected.

It should be pointed out that there are privacy protection schemes that do not
require identification of privacy information. For example, the PrivacyCam surveil-
lance system developed at IBM protects privacy by revealing only the relevant in-
formation such as object tracks or suspicious activities [38]. While this may be a
sensible approach for some applications, such a system is limited by the types of
events it can detect and may have problems balancing privacy protection with the
particular needs of a security officer.
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2.2 Privacy Information Obfuscation

Once privacy information in the video has been identified, we need to obfuscate
them for privacy protection. There are a large variety of such video obfuscation
techniques, ranging from the use of black boxes or large pixels (pixelation) in [2,
45, 37, 8] to complete object replacement or removal in [19, 30, 48, 44]. Black
boxes or pixelation has been shown to be inadequate in fully protecting a person’s
identity [30]. Moreover these kinds of perturbations to multimedia signals destroy
the nature of the signals, limiting their utility for most practical purposes. Object
replacement techniques gear at replacing sensitive information such as human faces
or bodies with generic faces [30] or stick figures [44] for privacy protection. Such
techniques require precise position and pose tracking which are beyond the reach of
current surveillance technologies. Cryptographical techniques such as secure multi-
party computation have also been proposed to protect privacy of multimedia data [1,
21]. Sensitive information is encrypted or transformed in a different domain such
that the data is no longer recognizable but certain image processing operations can
still be performed. While these techniques provide strong security guarantee, they
are computationally intensive and at the current stage, they support only a limited
set of image processing operations.

We believe that complete object removal proposed in [19, 9] provides a more rea-
sonable and efficient solution for full privacy protection while preserving a natural-
looking video amenable to further vision processing. This is especially true for
surveillance video of transient traffic at hallways or entrances where people have
limited interaction with the environment. The main challenge with this approach
lies in recreating occluded objects and motion after the removal of private infor-
mation. We can accomplish this task through video inpainting which is an image
processing technique used to fill in missing regions in a seamless manner. Here we
briefly review existing video inpainting and outline our contributions in this area.

Early work in video inpainting focus primarily on repairing small regions caused
by error in transmission or damaged medium and are not suitable to complete large
holes due to the removal of visual objects [4, 3]. In [46], the authors introduce the
Space-Time video completion scheme which attempts to fill the hole by sampling
spatio-temporal patches from the existing video. The exhaustive search strategy used
to find the appropriate patches makes it very computationally intensive. Patward-
han et al. extend the idea of prioritizing structures in image inpainting in [11] to
video [32]. Inpainting techniques that make use of the motion information along
with texture synthesis and color re-sampling have been proposed in [49, 40]. These
schemes rely on local motion estimates which are sensitive to noise and have diffi-
culty in replicating large motion. Other object-based video inpainting such as [23]
and [24] rely on user-assisted or computationally intensive object segmentation pro-
cedures which are difficult to deploy in existing surveillance camera networks.

Our approach advocates the use of semantic objects rather than patches for video
inpainting and hence provides significant computational advantage by avoiding ex-
haustive search [43]. We use Dynamic Programming to holistically inpaint fore-
ground objects with object templates that minimizes a sliding-window dissimilarity



6 M. V. Venkatesh, S.-C. S. Cheung, J. K. Paruchuri, J. Zhao and T. Nguyen

cost function. This technique can effectively handle large regions of occlusions, in-
paint objects that are completely missing for several frames, inpaint moving objects
with complex motion, changing pose and perspective making it an effective alterna-
tive for video modification tasks in privacy protection applications. We will briefly
describe our approach in Section 3.2 with more detailed analysis and performance
analysis available in [43].

2.3 Privacy Data Management

A major shortcoming in most of the existing privacy protection systems is that once
the modifications are done on the video for the purpose of privacy protection, the
original video can no longer be retrieved. Consider a video surveillance network in
a hospital. While perturbing or obfuscating the surveillance video may conceal the
identity of patients, the process also destroys the authenticity of the signal. Even
with the consensus from the protected patients, law enforcement and arbitrators will
no longer have access to the original data for investigation. Thus, a privacy protec-
tion system must provide mechanism to enable users to selectively grant access to
their private information. This is in fact the fundamental premise behind the Fair
Information Practices [41, Ch.6]. In the near future, the use of cameras will become
more prevalent. Dense pervasive camera networks are utilized not only for surveil-
lance but also for other types of applications such as interactive virtual environment
and immersive teleconferencing. Without jeopardizing the security of the organi-
zation, a flexible privacy data control system will become indispensable to handle
complex privacy policy with large number of individuals to protect and different
data requests to fulfil.

To tackle the management of privacy information, Lioudakis et.al recently in-
troduce a framework which advocates the presence of a trusted middleware agent
referred to as Discreet Box [16]. The Discreet Box acts as a three way mediator
between the law, the users and the service providers. This centralized unit acts as a
communication point between various parties and enforces the privacy regulations.
Fidaleo et al. describe a secure sharing scheme in which the surveillance data is
stored in a centralized server core [20] . A Privacy buffer zone, adjoining the cen-
tral core, manages the access to this secure area by filtering appropriate personally
identifiable information thereby protecting the data. Both approaches adopts a cen-
tralized management of privacy information making them vulnerable to concerted
attacks. In contrast to these techniques, we propose a flexible software agent archi-
tecture that allows individual users to make the final decision on every access to
their privacy data. This is reminiscent to a Data Right Management (DRM) sys-
tem where the content owner can control the access of his/her content after proper
payment is received [47]. Through a trusted mediator agent in our system, the user
and the client agents can anonymously exchange data request, credential and au-
thorization. We believe that our management system offers a much stronger form
of privacy protection as the user no longer needs to trust, adhere or register his/her
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privacy preferences with a server. Details of this architecture will be described in
Section 3.1.

To address the issue of preserving the privacy information, the simplest solution
is to store separately a copy of the original surveillance video. The presence of a
separate copy becomes an easy target for illegal tempering and removal, making
it very challenging to maintain the security and integrity of the entire system. An
alternative approach is to scramble the privacy information in such a way that the
scrambling process can be reversed using a secret key [5, 14]. There are a number of
drawbacks of such a technique. First, similar to pixelation or blocking, scrambling
is unable to fully protect the privacy of the objects. Second, it introduces artifacts
that may affect the performance of subsequent image processing steps. Lastly, the
coupling of scrambling and data preservation prevents other obfuscation schemes
like object replacement or removal to be used.

On the other hand, we advocate the use of data hiding or stenography for pre-
serving privacy information [48, 31, 34]. Using video data hiding, the privacy in-
formation is hidden in the compressed bit stream of the modified video and can be
extracted when proper authorization can be established. The data hiding algorithm is
completely independent from the modification process and as such, can be used with
any modification technique. Data hiding has been used in various applications such
as copyright protection, authentication, fingerprinting and error concealment. Each
application imposes different set of constraints in terms of capacity, perceptibility
and robustness [10]. Privacy data preservation certainly demands large embedding
capacity as we are hiding an entire video bitstream in the modified video. As stated
in Section 1, perceptual quality of the embedded video is also of great importance.
Robustness refers to the survivability of the hidden data under various processing
operations. While it is a key requirement for applications like copyright protec-
tion and authentication, it is of less concern to a well-managed video surveillance
system targeted to serve a single organization. In Section 3.3, we describe a new
approach of optimally placing hidden information in the Discrete Cosine Trans-
form (DCT) domain that simultaneously minimizes both the perceptual distortion
and output bitrate. Our scheme works for both high-capacity irreversible embed-
ding with QIM [7] and histogram-based reversible embedding [6], which will be
discussed in details as well.

3 Description of System and Algorithm Design

A high level description of our proposed system is shown in Figure 1. Green boxes
are secured processing units within which raw privacy data or decryption keys are
used. All the processing units are connected through an open local area network,
and as such, all privacy information must be encrypted before transmission and the
identities of all involved units must be validated. Red arrows show the flow of the
compressed video and black arrows show the control information such as RFID data
and key information.
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Fig. 1 High-level description of the proposed privacy-protecting video surveillance system.

Every trusted user in the environment carries an active RFID tag. The RFID Sys-
tem senses the presence of various active RFID tags broadcasting in different RF
frequencies and triangulates them to compute their 2D coordinates in real time. It
then consults the mapping between the tag ID and the user ID before creating an
IP packet that contains the user ID, his/her 2D coordinates and the corresponding
time-stamp. In order for the time-stamp to be meaningful to other systems, all units
are synchronized using the Network Timing Protocol (NTP) [29]. NTP is an Inter-
net Protocol for synchronizing multiple computers to within 10 ms, which is below
the capturing period of both the RFID and the camera systems. To protect the in-
formation flow, the RFID system and all the camera systems are grouped into a IP
multicast tree [33] with identities of systems authenticated and packets encrypted
using IPsec [25]. The advantage of using IP multicast is that adding a new camera
system amounts to subscribing to the multicast address of the RFID system. There
is no need for the RFID system to keep track of the network status as the multi-
cast protocol automatically handles the subscription and the routing of information.
IPsec provides a transparent network layer support to authenticate each processing
unit and to encrypt the IP packets in the open network.

In each camera system, surveillance video is first fed into the Object Identifica-
tion and Tracking unit. The object tracking and segmentation algorithm used in the



Protecting and Managing Privacy Information In Video Surveillance Systems 9

camera system is based on our earlier work in [9, 43]. Background subtraction and
shadow removal are first applied to extract foreground moving blobs from the video.
Object segmentation is then performed during object occlusion using a real-time
constant-velocity tracker followed by a maximum-likelihood segmentation based
on color, texture, shape and motion. Once the segmentation is complete, we need
to identify the persons with the RFID tags. The object identification unit visually
tracks all moving objects in the scene and correlates them with the received RFID
coordinates according to the prior joint calibration of the RFID system and cameras.
This is accomplished via a simple homography that maps between the ground plane
and the image plane of the camera. This homography translates the 2-D coordinates
provided by the RFID system to the image coordinates of the junction point between
the user and the ground plane. Our assumption here is that this junction point is vis-
ible at certain point during the entire object track, thus allowing us to discern the
visual objects corresponding to the individuals carrying the RFID tags.

Image objects corresponding to individuals carrying the RFID tags are then ex-
tracted from the video, each padded with black background to make a rectangu-
lar frame and compressed using a H.263 encoder [22]. The compressed bitstreams
are encrypted along with other auxiliary information later used by the privacy data
management system. The empty regions left behind by the removal of objects are
perceptually filled in the Video Inpainting Unit described in Section 3.2. The re-
sulting protected video forms the cover work for hiding the encrypted compressed
bitstreams using a perceptual-based rate-distortion optimized data hiding scheme
described in Section 3.3. The data hiding scheme is combined with a H.263 encoder
which produces a standard-compliant bitstream of the protected video to be stored in
the database. The protected video can be accessed without any restriction as all the
privacy information are encrypted and hidden in the bitstream. To retrieve these pri-
vacy information, we rely on the privacy data management system to relay request
and permission among the client, the user and a trusted mediator software agent.
In the following section, we provide the details of our privacy data management
system.

3.1 Privacy Data Management

The goal of privacy data management is to allow individual users to control ac-
cessibility of their privacy data. This is reminiscent to a Data Right Management
(DRM) system where the content owner can control the access of his/her content af-
ter proper payment is received. Our system is more streamlined than a typical DRM
system as we have control over the entire data flow from production to consumption
— for example, encrypted privacy information can be directly hidden in the protected
video and no extra component is needed to manage privacy information. We use a
combination of an asymmetric public-key cipher (1024-bit RSA) and a symmet-
ric cipher (128-bit AES) to deliver a flexible and simple privacy data management
system. RSA is used to provide flexible encryption of control and key information
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while AES is computationally efficient for encrypting video data. Each user u and
client ¢ publish their public keys PK, and PK. while keeping the secret keys SK
and SK. to themselves. As a client has no way of knowing the presence of a user
in a particular video, there is a special mediator m to assist the client in requesting
permission from the user. The mediator also has a pair of public and secret keys
PKm and SKp,.

Suppose there are N users uj with i =1,2,... N appeared in a video segment.
We denote the protected video segment as V and the extracted video stream corre-
sponding to user u; as V. The Camera System prepares the following list of data to
be embedded inV:

1. N AES-encrypted video streams AES(V,;;K;) for i =1,2,...,N, each using a
randomly generated 128-bit key K.

2. An encrypted table of content RSA(T OC;PK,) using the mediator’s public key
PKn. For each encrypted video stream V;, the table of content TOC contains
the following three data fields: a) the ID of user uj; b) the size of the encrypted
bitstream; c) the RSA-encrypted AES key RSA(K;; PKy;) using the public key of
the user and d) other types of meta-information about the user in the scene such
as the trajectory of the user or the specific events involved the user. Such infor-
mation helps the mediator to identify the video streams that match the queries
from client. On the other hand, this field can be empty if the privacy policy of the
user forbids the release of such information.

The process of retrieving privacy information is illustrated in Figure 2. When
a client wants to retrieve the privacy data from a video segment, the corresponding
client agent retrieves the hidden data from the video and extracts the encrypted table
of content. The client agent then sends the encrypted table of content and the specific
query of interest to the mediator agent. Since the table of content is encrypted with
the mediator’s public key PKn, the mediator agent can decrypt it using the corre-
sponding secret key SKy,. However, the mediator cannot authorize the direct access
to the video as it does not have the decryption key for any of the embedded video
streams. The mediator agent must forward the request to those users that match the
client’s query for proper authorization. The request data packet for user u j contains
the encrypted AES key RSA(Kj; PKy;) and all the information about the requesting
client c. If the user agent of u j agrees with the request, it decrypts the AES key using
its secret key SKy; and encrypts it using the client’s public key PK before sending
it back to the mediator. The mediator finally forwards all the encrypted keys back to
the client which decrypts the corresponding video streams using the AES keys.

The above key distribution essentially implements a one-time pad for the en-
cryption of each private video stream. As such, the decryption of one particular
stream does not enable the client to decode any other video streams. The three-
agent architecture allows the user to modify his/her private policy at will without
first announcing it to everyone on the system. While the mediator agent is needed
in every transaction, it contains no state information and thus can be replicated for
load balancing. Furthermore, to prevent overloading the network, no video data is
ever exchanged among agents. Finally, it is assumed that proper authentication is
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Fig. 2 Flow of privacy information: 1) Client extracts hidden data; 2) Encrypted TOC forwarded
to Mediator; 3) Mediator decrypts TOC; 4) Mediator forwards encrypted video key to User; 5)
User decrypts key and re-encrypts it with Client’s public key; 6) Encrypted video key forwarded
to Client; 7) Client decrypts video stream depicting User.

performed for each transaction to authenticate the identity of each party and the
integrity of the data.

3.2 Video Inpainting for Privacy Protection

In this section, we briefly describe the proposed video inpainting algorithm used
in our Camera System. More details can be found in [43, 9]. Figure 3 shows the
schematic diagram of the video inpainting process. The removal of the privacy ob-
ject leaves behind an empty region or a hole in the video. The static portion of the
hole is first filled by an adaptively updated background image if background in-
formation is available. Otherwise, image inpainting is performed based on the sur-
rounding image statistics. The occluded moving foreground objects are inpainted by
a two-stage process using the stored object templates.

In the first stage, we classify the frames in the hole as either partially-occluded or
completely-occluded as shown in Figure 4. This is accomplished by comparing the
size of the templates in the hole with the median size of templates in the database.



12

M. V. Venkatesh, S.-C. S. Cheung, J. K. Paruchuri, J. Zhao and T. Nguyen

Background
Ir_|put ves | Subtraction l
video " static " Object Target
—V%\“Famera?”ﬂ,.-:‘ Segment -"| Delay '_' Removal
T Moving Camera I
No FG extraction
H P : 4
i Partlal //;amet cm\'_\‘\ Full No N
| \'__‘_ _,: '\\ Occlusion in -~ | Image o_l_,-" InBG \\
| Object . F6 Inpainting ~. Model? /,/‘
Templates S \-.\ Ve
H H Yes
Partial Obj. Complete Obj. ||
inpaintin Inpaintin Background
. i i Replacement
_Dynamlc Alignment of gtath d P
Object Inpainted templates | Sackgroun
Inpainting Inpainting
[ S I } B
Alpha Matting +
Video and Mask
— N -
sssap Object Template ‘ Inpainted Video

Fig. 3 Schematic diagram of the object removal and video inpainting system.

The reason of handling these two cases separately is that the availability of partially-
occluded objects allow direct spatial registration with the stored templates, while
completely-occluded objects must rely on registration done before entering and after

exiting the hole.
'

)

Hole Region

t $ t

Completely Occluded

Candidate Templates

Partially Occluded

Fig. 4 Classification of the input frames into partially and completely occluded frames.

In the second stage, we perform a template search over the available object tem-
plates captured throughout the entire video segment. The partial objects are first
completed with the appropriate object templates by minimizing a dissimilarity mea-
sure defined over a temporal window. Between a window of partially-occluded ob-
jects and a window of object templates from the database, we define the dissimi-
larity measure as the Sum of the Squared Differences (SSD) in their overlapping
region plus a penalty based on the area of the non-overlapping region. The partially-
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occluded frame is then inpainted by the object template that minimizes the window-
based dissimilarity measure. Once the partially-occluded objects are inpainted, we
are left with completely-occluded ones. They are inpainted by a Dynamic Program-
ming (DP) based dissimilarity minimization process, but the matching cost is given
by the dissimilarity between the available candidates in the database and the previ-
ously completed objects before and after the hole. The completed foreground and
background regions are fused together using simple alpha matting. Figure 5 shows
the result of applying our video inpainting algorithm to remove two people whose
privacy needs to be protected.

b)

Fig. 5 a) The first column shows the original input sequence along with the frame number. b) The
second column shows results of the tracking and foreground segmentation. ¢) The third column
shows the inpainted result in which the individuals in the foreground are erased to protect their
privacy. Notice that the moving person in the back is inpainted faithfully.

In many circumstances the trajectory of the person is not parallel to the camera
plane. This can happen, for example, when we use ceiling mounted cameras or
when the person is walking at an angle with respect to the camera position. Under
this condition, the object undergoes a change in appearance as it moves towards or
away from the camera. To handle such cases, we perform a normalization procedure
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to rectify the foreground templates so that the motion trajectory is parallel to the
camera plane. Under calibrated cameras, it is fairly straightforward to perform the
metric rectification for normalizing the foreground volume. Otherwise, as explained
in [43], we use features extracted from the moving person to compute the required
geometrical constraints for metric rectification. After rectification, we perform our
object-based video inpainting to complete the hole.

Our algorithm offers several advantages over existing state-of-the-art meth-
ods in the following aspects: First, using image objects allow us to handle large
holes including cases where the occluded object is completely missing for several
frames. Second, using object templates for inpainting provides significant speed
up over existing patch-based schemes. Third, the use of a temporal window based
matching scheme generates natural object movements inside the hole and pro-
vide smooth transitions at hole boundaries without resorting to any a prior mo-
tion model. Finally, our proposed scheme also provides a unified framework to ad-
dress videos from both static and moving cameras and to handle moving objects
with varying pose and changing perspective. We have tested the performance of
our algorithm under varying conditions and the timing information for those se-
quences are given in Table 1. The results of the inpainting along with the orig-
inal video sequences referred in the table are available in our project website at
http://vis.uky.edu/mialab/VideoInpainting.html.

Table 1 Execution time on a Xeon 2.1Ghz machine with 4 Gigabyte of memory

Inpainting

Video Segmentation|3-frame window| 5-frame window|
Three Person (Fig. 5)| 30 secs 7.4 mins 10.2 mins
One Board 40 secs 3.5 mins 8.3 mins
Moving Camera 3 mins 2.6 mins 4.8 mins
Spinning Person 35 secs 12.6 mins 18.2 mins
Perspective 35 secs 3.6 mins 7.1 mins
Jumping Girl 30 secs 6.4 mins 11.4 mins

3.3 Rate Distortion Optimized Data Hiding Algorithm for Privacy
Data Preservation

In this section, we describe a rate-distortion optimized data hiding algorithm to
embed the encrypted compressed bitstreams of the privacy information in the in-
painted video. Figure 6 shows the overall design and its interaction with the H.263
compression algorithm. Note that motion compensation is not used in the case of re-
versible embedding because the feedback loop in motion compensation will have to
incorporate the hidden data in the residual frame, making the compensation process
irreversible. Thus, we simply turn off the motion compensation for reversible em-
bedding, resulting in a compression scheme similar to Motion JPEG (M-JPEG). The
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embedding process is performed at frame level so that the decoder can reconstruct
the privacy information as soon as the compressed bitstream of the same frame has
arrived. Data is hidden only in the luminance DCT blocks which typically occupy
the largest portion of the bit stream.

Encrypted foreground
video bit-stream

Privacy
protecteg

*Frequency, contrast and
luminance masking [Watson]

Fig. 6 Schematic diagram of the data hiding and video compression system

We first start with the irreversible data embedding where the modification to the
cover video cannot be undone. Let c(i, j,k) and q(i, j,k) be the (i, j)-th coefficient
of the k-th DCT block before and after quantization respectively. To embed a bit x
into the (i, j,k)-th coefficient, we change q(i, j,k) to §(i, j,k) using the following
embedding procedure:

1. Ifx is 0 and q(i, j,k) is even, add or subtract one from q(i, j,k) to make it odd.
The decision of increment or decrement is chosen to minimize the difference
between the reconstructed value and c(i, j, k).

2. If xis 1 and q(i, j,k) is odd, add or subtract one from q(i, j,k) to make it even.
The decision of increment or decrement is chosen to minimize the difference
between the reconstructed value and c(i, j, k).

3. q(i, j,k) remains unchanged otherwise.

Following the above procedure, each DCT coefficient can embed at most one bit.
Decoding can be accomplished using Equation (1):

x = (d(i, j.k) +1) mod 2 (1)

For the reversible embedding process, we exploit the fact that DCT coefficients
follow a Laplacian distribution concentrated around zero with empty bins towards
either ends of the distribution [6]. Due to the high data concentration at the zero bin,
we can embed high-volume of hidden data at the zero coefficients by shifting the
bins with values larger (or smaller) than zero to the right (or left). Let L = [My/Z]
where Z is the number of zero coefficients in this DCT block. We modify each DCT
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coefficients q(i, j,k) into §(i, j,k) using the following procedure until all the My bits
of privacy data are embedded.

1. If q(i, j,k) is zero, extract L bits from the privacy data buffer and set §(i, j,k) =
a(i, j,k) + 21 —V where V is the decimal value of these L privacy data bits.

2. If q(i, j,k) is negative, no embedding is done in this coefficient and q(i, j,k) =
a(i, j,k) —2--1 — 1.

3. If q(i, j,k) is positive, no embedding is done in this coefficient but §(i, j,k) =
a(i, j,k) +2-1.

Similarly, at the decoder the level of embedding L is calculated first and then data
extraction and distortion reversal is done using the following procedure.

1. 1f =251 < (i, j,k) < 271, L hidden bits can be obtained as the binary equiva-
lent of the decimal number 2--1 — (i, j,k) and q(i, j,k) = 0.

2. 1f4(i, j,k) < —21, no hidden bit in this coefficient and q(i, j,k) = G(i, j, k) +
2L-1_1,

3. If (i, j,k) > 271, no bit is hidden in this coefficient and q(i, j,k) = §(i, j, k) —
2L-1,

Since only zero bins are actually used for data hiding, the embedding capacity is
quite limited and hence it might be required to hide more than one bit at a coefficient
in certain DCT blocks. Though the distortion due to this embedding is reversible at
a frame level for an authorized decoder, the distortion induced is higher than the
irreversible approach for a regular decoder.

To identify the embedding locations that cause the minimal disturbance to visual
quality, we need a distortion metric in our optimization framework. Common dis-
tortion measures like mean square does not work for our goal of finding the optimal
DCT coefficients to embed data bits: Given the number of bits to be embedded,
the mean square distortion will always be the same regardless of which DCT co-
efficients are used as DCT is an orthogonal transform. Instead, we adopt the DCT
perceptual model described in [10]. Considering the luminance and contrast mask-
ing of human visual system as described in [10], we calculate the final perceptual
mask s(i, j,k) that indicates the maximum permissible alteration to the (i, j)th coef-

ficient of the k" 8 x 8 DCT block of an image. With this perceptual mask, we can
compute a perceptual distortion value for each DCT coefficient in the current frame

as:
QP
s(i, J,k)
where QP is the quantization parameter used for that coefficient.
In our joint data hiding and compression framework, we aim at minimizing the
output bit rate R and the perceptual distortion D caused by embedding M bits into

the DCT coefficients. By using a user-specified control parameter §, we combine
the rate and distortion into a single cost function as follows:

D(Ivjak) =

)

C=(1-8)-Ne-D+8-R ®)



Protecting and Managing Privacy Information In Video Surveillance Systems 17

N is used to normalize the dynamic range of D and R. ¢ is selected based on the par-
ticular application which may favor the least amount of distortion by setting & close
to zero, or the least amount of bit rate increase by setting 6 close to one. In order to
avoid any overhead in communicating the embedding positions to the decoder, both
of these approaches compute the optimal positions based on the previously decoded
DCT frame so that the process can be repeated at the decoder.

The cost function in Equation 3 depends on which DCT coefficients used for the
embedding. Thus, our optimization problem become

minC(I") subjectedto M =N (4)

where M is the variable that denotes the number of bits to be embedded, N is the
target number of bits to be embedded, C is the cost function as described in Equa-
tion (3) and I" is a possible selection of N DCT coefficients for embedding the data.
Using Lagrangian Multiplier, this constrained optimization is equivalent to the fol-
lowing unconstrained optimization:

min@(I",2) with ©(I",A) =C(I") +4-(M—N) )

We can further simplify Equation (5) by decomposing it into the sum of similar
quantities from each DCT block k:

O(I".A) = Y, Culli) + - (zmk—w> ©)
k k

To prepare for the above optimization, we need to first generate the curves be-
tween the cost and the number of embedded bits for all the DCT blocks. The cost
function, as described in Equation (3) consists of both the distortion and the rate.
The distortion is calculated using an L4 norm pooling of distorted coefficients ob-
tained from Equation (2). Rate increase is considerably more difficult as it depends
on the run-length patterns. Embedding at the same coefficient may result in different
rate increase depending on the order of embedding. While one can resort to dynamic
programming techniques to compute the optimal curve, the computation time is pro-
hibiting and we approximate the rate increase function using a greedy approach by
embedding at the minimum cost position at each step. As the decoder does not know
the actual bit to be embedded, the worst case scenario is assumed — both the distor-
tion and the rate increase are computed by embedding the bit value at each step that
leads to a bigger increase in cost. Once the cost curves are generated for all the DCT
blocks, we can minimize the Lagrangian cost ©(I",A) for any fixed value of A to
find the distribution of embedding bits. A value is chosen using the binary search
such that the total bits over all the DCT blocks is just greater than or equal to the
target embedding requirement. At this optimal slope, we get the number of bits to
be embedded as the value of N which minimizes the unconstrained equation.

Figure 7 shows a sample frame of the hall monitor test sequence using irre-
versible embedding with different 6. The presence of hidden data is not visible
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for both 6 = 0and 6 = 0.5 and becomes marginally visible at 6 = 1. Table 2 shows

Fig. 7 234th frame of Hall Monitor Sequence after data hiding for QP = 10. Top Left: No Water-
mark ; Top Right: 6 = 0 ; Bottom Left: § = 0.5 ; Bottom Right: § =1

the bit-rates for the hall monitor sequence at different 6 values for both irreversible
embedding using H.263 and reversible embedding using M-JPEG. The baseline for
measurement is using separate files for storage — for H.263, the baseline is the sum
of 119.15 kbps for the inpainted video and 81 kbps for the privacy information, mak-
ing it a total of 200.15 kbps. For M-JPEG, the baseline is the sum of 2493 kbps for
the inpainted video and 807 kbps for the privacy information or a total of 3300 kbps.
The distortion is the pooled perceptual distortion measured based on the output from
a standard compliant decoder with no knowledge of the data hidden inside. While
the irreversible embedding causes less perceptual distortion than the reversible em-
bedding, it has higher relative increase in bit-rate as well. The bit-rate increase also
changes with QP. Fixing & = 0.5, table 3 shows the bit-rates of the inpainted video
(Ro), the privacy information (R p) and the inpainted video with privacy information
embedded (R¢) at different QP’s for the reversible embedding. Operating at higher
quality (or lower QP) induces a lower relative increase in bit-rate, and irreversible
embedding shows a similar trend as well.
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Table 2 Bit rates and perceptual distortion of Hall Monitor Sequence (QP=10)

Non Reversible Embedding)| Reversible Embedding
o Rate Increase| Distortion |Rate Increase| Distortion
Separate files 0 0 0 0
0 63.8% 21.65 44.2% 127
0.5 50.9% 27 41.1% 135
1 43.4% 102 16.9% 255

Table 3 Bit-rates of reversible embedding at different QP*s

QP| Ry |Rp| Re |% increase
20|1560{710{3607| 58.9
15|1885|744|3845(  46.2
10|2493|807|4656 41.1
5 14018|960(6281| 26.2

4 Challenges and opportunitiesin privacy protection

In this chapter, we describe a comprehensive solution of protecting privacy in a
multi-camera video surveillance system. Selected individuals are identified with a
real-time human tracking RFID system. The RFID system relays the information
to each camera which tracks, segments, identifies and removes visual objects that
correspond to individuals with RFID tags. To repair the remainder of the video, we
employ an object-based video inpainting algorithm to fill in the empty regions and
create the protected video. The original visual objects are encrypted and embedded
into the compressed protected video using a rate-distortion optimal data hiding al-
gorithm. Using a privacy data management system that comprises of three software
agents, users can grant access to these privacy information to authenticated clients
under a secure and anonymous setting.

Privacy protection in video surveillance is a new area with its requirements still
heavily debated. It is a truly interdisciplinary topic that requires inputs from pri-
vacy advocates, legal experts, technologists and general public. The most pressing
challenge facing the construction of such a system is the reliability of various com-
ponents. RFID failures, less-than-perfect segmentation or inpainting even in a single
video frame may expose the identity of a person and defeat the entire purpose of pri-
vacy protection. While our experiments indicate that these techniques perform well
in controlled laboratory settings, their performances under different lighting condi-
tions or in environments with reflective surfaces are questionable. While it might
take years for these techniques to mature and be robust enough for privacy protec-
tion, it is possible to build a baseline system that simply blocks off all moving ob-
jects as a safety measure. As such, there is a spectrum of privacy protecting systems
that tradeoff functionality with robustness and a careful study of their performance
is an important step to move forward.
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